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Internet Safety for
Parenis & Carers

Giles Hill

Digital Strategy and
Computing Lead

Current context

* Mass of new mediaq,
online services, products
and devices.

* Stay informed and
make considered
choices for your family.

Tech preventions

* Router-level filtering

* Device-level filtering

* Apps to conirol content on
children’s devices

* Don’t be convinced that you
have fixed the issue: it still
requires ongoing monitoring

Making this work -
hot easy!

* Attempt to think ahead to
your child’s next request.

* Which routines will achieve
the right balance for you?

* Keep dialogue open and
try to remain interested!

Further points

* Most of the time, don’t panic!
* Making it work for you and
your family

* Questions & Discussion


http://www.dlcornwall.org/
mailto:hello@dlcornwall.org
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Current context of Internet Safety

* Flood of systems and unregulated content
have permeated our lives over the last ten+
years. This is not an easy time for parents!

* A complex environment to navigate, yet do
not dismiss your convictions and pursuit of
making things work well for your family.

* ‘Screen time’ is a useful term but does also
lack the nuance that we need. Some activities
with screens could be regarded as very
worthwhile or beneficial; many activities might
also be considered as a huge waste of timel

* Physical and mental health are both factors
that need consideration when planning for the
best everyday balance for our families.

Is social media causing childhood
depression?

Child depression rates are
skyrocketing - but social media isn’t
to blame. Here's why

When are kids old enough to have a
smartphone? Expert advice on the
risks and right time for your child

Our new Real Life Parenting Dilemmas series unpacks the burning questions faced by

{

our readers. In this first instalment, we talk about when is the best time to allow your
child to have a smartphone.

Parenting
Dilemmas

P

CAPTURE

WHO’S LOOKING AFTER

THE CHIILDREN?

Facebook whistleblower Frances
Haugen calls for urgent external
regulation

Ex-employee tells UK MPs Mark Zuckerberg ‘has unilateral control
over 3bn people’ due to his position

neuwsround

) Smartphones could be banned for
children in the Irish town of Greystone


http://www.dlcornwall.org/
https://www.theguardian.com/technology/2021/oct/25/facebook-whistleblower-frances-haugen-calls-for-urgent-external-regulation
https://www.independent.co.uk/life-style/gadgets-and-tech/china-ban-video-games-kids-b1911709.html
https://www.ft.com/video/ea39f3a9-8993-477d-a763-317ba51c2e75
https://www.bbc.co.uk/newsround/65802782?scrlybrkr=a00e1077
https://www.youtube.com/watch?v=GOsgQbmvuUQ
https://www.bbc.co.uk/news/technology-42705881
https://www.sciencefocus.com/the-human-body/social-media-children
https://www.pressandjournal.co.uk/fp/education/3852207/what-age-should-kids-get-a-phone/#:~:text=So%2C%20to%20the%20big%20question,maturity%20levels%20to%20self%2Dregulate.
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‘Screen Time'’

* This catch-all phrase evokes images of
zombified children with eyes glued to
devices. What is the reality?

* There is a lot to consider when thinking
about the pros and cons of the media we
— and our children - consume and
interact with in modern life.

* Staying aware of the content your
children are engaging with is clearly
important, as is keeping dialogue open
with them if possible. Keeping devices
out of bedrooms and children’s private
spaces is often a really sensible move as
children start to access devices more
independently.

Why you should take devices out of

your child's bedroom overnight

@ Bu Natterhub
24th February 2023 15:29 pm

w

IT"S WHAT'S O

THAT COUNTS.

A parent’s guide to screen time

Child development expert Dr Amanda Gummer shares her top ten
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tips for using screens and how they can be a powerful tool for children and

families.



http://www.dlcornwall.org/
https://www.youtube.com/watch?v=_FlqNgdyGdE
https://www.bbc.co.uk/cbeebies/grownups/a-parents-guide-to-screen-time
https://natterhub.com/blog/why-you-should-take-devices-out-of-your-childs-bedroom-overnight
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Further context The people going 'monk mode' to What if WhatsApp really does leave
limit social media use the UK?

(® 15 hours ago

* The online safety bill is now
‘finished’ and ready to become law
- how will these aspects play out
over coming years?

The UK’s Online Safety Bill promises to help law enforcement fight crime
more effectively across the internet. Critics say its encryption provisions
will force big tech out of the country.

i GOV.UK

Home > Society and culture > Online safety

* Adults are themselves discovering
ways to shield themselves from
addictive social media services.

Press release

Britain makes internet safer, as Online
Safety Bill finished and ready to

* The hope is that regulation will become law

make it easier for us to keep control
of our own digital habits, and allow
us to keep children safe with less
effort needing to be made by
parents.

Mental health: doomscrolling

What is "doomscrolling"? And why do the media often present negative news stories?

Reclaim your
brain


http://www.dlcornwall.org/
https://www.bbc.co.uk/news/business-66934688
https://www.gov.uk/government/news/britain-makes-internet-safer-as-online-safety-bill-finished-and-ready-to-become-law
https://talk.economistfoundation.org/resources/mental-health-doomscrolling/
https://techmonitor.ai/policy/privacy-and-data-protection/what-if-whatsapp-really-does-leave-the-uk
https://www.theguardian.com/lifeandstyle/series/reclaim-your-brain
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Making it work for your family

* Routines, rules and structure - what is
acceptable for your children? What will
work well for you and your family to
achieve balance?

* Staying ahead of what your child(ren)
may be asking about next - it is always
worth staying in conversation with
parents whose children are a little older
than your own.

* Stay aware of what your children are
doing online - keep the dialogue open
and honest if possible. Be available to
your children for discussion and reassure
them that if things go wrong, they can
seek help from you.

@/ common sense media Find movies, books, and more ... Q

Movies & TV Books Apps & Games Parents Need to Know Latino Research

Reviews for what your kids are into
(before they get into it)

Trusted ratings created with families in mind.

L]
internet
matters.org
ONLINE ISSUES ADVICE BY AGE SETTING CON]

Helping parents keep their children safe online

Talking to your child
about online safety

Advice on how to start the conversation and get support if you're

worried.

Parents' Ultimate Guide to TikTok

Is TikTok safe? How does it work? And can | do a duet with my
kid? Everything you need to know about this popular musical
singing and sharing app.



http://www.dlcornwall.org/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/talking-child-online-safety/
https://www.commonsensemedia.org/
https://www.internetmatters.org/?gclid=Cj0KCQiAkZKNBhDiARIsAPsk0Wjh--5EI1OB0OWKD6MC1k9yE3eNAo_VXafmAWlpcrkjiK9_BG_qG18aAiW6EALw_wcB
https://www.commonsensemedia.org/blog/parents-ultimate-guide-to-tiktok#kids%20under%2013
https://swiggle.org.uk/
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Tech-based preventions

* There are lots of ways that devices and
services can be limited so that children are
kept within the boundaries that you set.
Unfortunately, this does not mean it is always
safe to think that you have solved all
problems and can happily send children off
with devices!

* As technologies change, updates happen -
and children become better at finding
loopholes. It is always better to keep a child’s
screen-based activity in-sight — and attempt
to keep conversation open as children get
older.

* Filter at the router.

* Filter on an account.

* Filter on the device itself / manage device.
* Settings within apps to increase safety.

Emmaé& Charlotte'

Digital Awareness
UK Founders

P Pl o) 002/225

A

Parents' Ultimate Guide to Snapchat

Is Snapchat safe for kids? How does it work? And what's with
| | Snapstreaks? Everything curious parents need to know about
this ultra-popular app.

| Topics: Cellphones and Devices Social Media

WhatIs

Snapchat?

Parents' Ultimate Guide to Instagram

Is Instagram safe? How does it work? How do teens use the
app?

Topics:  Cellphones and Devices Social Media

How to set up filters on your home internet to help prevent age inappropriate
content being accessed on devices in your home.

The 4 big internet providers in the UK - BT, Sky, TalkTalk and Virgin Media — provide their customers with free parental controls which can be activated

at any time. They have come together to produce these helpful video guides to help you to download and set-up the controls offered by your provider.

We know that children, particularly younger children, can be bothered by things they see online, and filters can be a helpful tool in reducing the

hances of coming across something upsetting.

IS,

How to set up the

Protecting your family onli
Virgin Media Security

A._-_ T

How to set up the

How to set up the

How to set up the
parental controls offered parental controls offered
by BT by Sky

parental controls offered
by TalkTalk

parental controls offered

by Virgin Media



http://www.dlcornwall.org/
https://www.commonsensemedia.org/articles/parents-ultimate-guide-to-instagram#:~:text=Instagram%20accounts%20are%20public%20by,can%20see%20what%20you%20post.
https://www.youtube.com/watch?v=RjkhsiIgnso
https://www.commonsensemedia.org/articles/parents-ultimate-guide-to-snapchat
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Tech-based preventions from the big d Set up parental controls with
manufacturers Family Sharing on iPhone

With Family Sharing, the organizer can set up parental

Help keep your family

controls for children in the Family Sharing group. You

* Services from Apple, Google, Microsoft

Safer online can use Screen Time to manage how your children use
qnd. th.ers q"ow p9renfs II.O mqnqge With Family Link, you decide what's best for your family. Easy-to-use tools their P’LDD|E devices. You can also turn on Ask to EELJ}.-", =0
their children’s devices and accounts. allow you to understand how your child is spending time on their device, children must receive approval for purchases or free

manage privacy settings and more.* downloads.

* Sony offers restrictions for Playstation
consoles, and Nintendo provides family
restrictions on devices. P cicome toNintendo suppor Microsoft Family Safety

. . + | Create a safe and healthy environment for your
*These SYSi'emS are InCI'eCISII'Igly family with digital content filtering, screen time
powerfUI pCIr’riCUICIrly by Iimiﬁng the ap Parental Controls Overview / FAQ limits, and location sharing.
amount of time that systems can be e
used for, and shutdown times.

* However, they will not necessarily
always prevent inappropriate content How to set parental controls on PS4
being accessed. There will always be consoles

advan’rages fo keeping devices in sighf Learn how to set up parental controls and limit your child’s use of games, apps, and features

on your PlayStation®4 console.



http://www.dlcornwall.org/
https://families.google/intl/en-GB_ALL/familylink/
https://www.microsoft.com/en-gb/microsoft-365/family-safety
https://www.playstation.com/en-gb/support/account/ps4-parental-controls-and-spending-limits/#:~:text=On%20your%20PS4%E2%84%A2%20console,select%20a%20feature%20to%20adjust.
https://support.apple.com/en-gb/guide/iphone/iph00ba7d632/17.0/ios/17.0
https://www.nintendo.co.uk/Support/Nintendo-Switch/Parental-Controls-Overview-FAQ-1494768.html
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Further help & points of discussion

* Mostly, don’t panic! It can be easy to
create hysteria and aitention on
particular services / programs / games
with well-meaning, high-visibility
warnings that end up creating further
unnecessary attention.

* Expect flare-ups every winter as
children and adults spend more time
indoors on screen-based activities.

* No one gets everything right all of the
time. Try to be aware of the changes that
happen as children get older - the next
requests or the next interest - and attempt
to stay ahead of those changes.

asp e

cademy trust

. Talk to your children: As your kids are going to be indoors a lot more this winter, it's

more important than ever to talk to them about their online presence. What websites
do they usually visit? Do they have any social media profiles? Are they being trolled?
Understanding their online footprint will put you in a better position to help them if they
run into trouble.

. Remind them of ‘Stranger Danger’: Speak to your children about safe internet use;

remind them of ‘Stranger Danger’ and warn them not to send anyone private
information, pictures, or videos.

. Install parental controls: These can help reduce the risk of children viewing

inappropriate content on the web. They can be used for a whole manner of things such
as controlling or blocking access to video games; limiting what children can search
online; managing access to social media sites; and requiring parental authorisation to
make online purchases.

. Maintain trust: When you install controls for the first time, you may find your kids think

you are just out to spoil their fun and you could lose their trust, making it harder to spot
signs of trouble. Maintain a dialogue and explain why you have set these rules, while
putting in time to review them at a later date.

. Remember to be flexible: As your children’s habits change, so will their online

behaviour, meaning your approach will have to change too. While tools like parental
controls are crucial in the case of younger children, with teenagers, parents need to
connect and encourage their them to be open about their online activity.

Positive
Parenting GSE;

re Internet Safety

emy trust T T— R ——


http://www.dlcornwall.org/
https://www.pandasecurity.com/en/mediacenter/press-releases/peter-andre-child-safety-online/
https://learning.nspcc.org.uk/media/1195/positive-parenting.pdf?_ga=2.193597421.1349845140.1685021700-115374639.1683191029
https://www.aspireacademytrust.org/1094/internet-safety
https://www.aspireacademytrust.org/1094/internet-safety
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Points of discussion — what tfechnigues
might work for your familye

* Choosing low-tech solutions to keep
devices out of bedroom spaces is worth
considering. An old-fashioned
radio/alarm clock can be very useful!

* Do all adults / children in your house
need a cut-off point from personal
devices every day? Scheduling this within
tech restrictive apps can be helpful.

* If children are going to access a mobile
phone, restrict their access through
Family Link (Google) or Family Sharing
(Apple). Keep web browsers to a set of
web addresses that are fine for them to
access.

Google Mediatek

[&] mMT8183 Chromebook
20 m used

Daily limit

No limit
Today's limit is turned off

Edit weekly schedule

Downtime

19:10-07:00
Startsin8 h20 m

Edit weekly schedule

2 Tl

Highlights Controls

0

Location

‘Thief of my life!” Rhik embarks on his battle
to stop scrolling so much. Can he do it?

After experiencing complications from surgery, breaking up with his
girlfriend, and becoming a recluse, Guardian writer Rhik Samadder found
himself trapped in his phone, losing hours to it every day.

Every week we’ll be following his quitting journey, starting with an
unorthodox strategy.

Ire  Internet Safety

.
academy trust


http://www.dlcornwall.org/
https://www.aspireacademytrust.org/1094/internet-safety
https://www.aspireacademytrust.org/1094/internet-safety
https://www.theguardian.com/lifeandstyle/series/reclaim-your-brain
https://www.theguardian.com/lifeandstyle/series/reclaim-your-brain

'Digital

f' Learning Independent guidance | consultation | training
' COI"I’\WG | . Helping busy schools make informed EdTech choices

Quick feedback from OfEE el O

For a comprehensive list of guidance from Aspire, click here:

https://www.aspireacademytrust.org/1094/internet-safety #

https://forms.office.com/e/H5KAX7y3vH

glles.hill@DLcornwall.org


http://www.dlcornwall.org/
mailto:giles.hill@dlcornwall.org
https://www.aspireacademytrust.org/1094/internet-safety
https://forms.office.com/e/H5kAx7y3vH
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